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Depolama Kapasitesi

Worldwide Byte Shipments by Storage Media Type
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Depolama Kapasitesi

The Age of Big Data
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Islemci Performansi

42 Years of Microprocessor Trend Data
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HPC Performansi

AMD:
High-Performance Computing Milestones (1960-2019)
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Network Performansi

InfiniBand Roadmap
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Aga Bagli Cihazlar
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Mobil Uygulama Sayisi
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SONUG: SALDIRI YUZEYI HIZLA BUYUYOR

® Covid19 sonrasi uzaktan calisma ile milyonlarca
cevrimici erisim

® 2025 yilinda veri boyutu tahmini 200 zettabytes

® 2025 yilina kadar 30 milyardan fazla IoT baglantisi

® Her saniye internette 127 yeni cihaz

. GUVENDESINiz
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Siber Guvenlik Tehditleri
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Veri Sizintilari
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VERI SIZINTILARI

® Veri Sizintilari katlanarak artiyor
* 2019 Sizan Veri: 4 milyar
* 2020 Sizan Veri: 16 milyar
* 2023 Sizan Veri: 84 milyar
® 2023'de Yasanan En Biiyik Veri Ihlalleri
* Microsoft
Twitter
Facebook
* Zoom
Magellan Health
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Devlet Destekli Kotucul Yazilimlar

® Stuxnet

® Flame

® Duqu

® Gauss

® The Mask

® Red October (Kizil Ekim)
® Duqu 2.0

® Pegasus

GUVENDESINiz

Deviet Destekli Kotucul Yazilimlar @



Ornek Farkl Siber Giivenlik Riskleri

® Ag baglantisi olmayan Arag Bilgisayarinin uzaktan
ele gecirilmesi

® Kalp Pillerinin durdurulmasi ve Uzaktan kontroli

® Bebek monitorlerinin, Konusan ve tepki veren ¢cocuk
oyuncaklarinin ortam dinleme cihazi olarak veya
cocuklarla konusmak icin kullaniimasi

MOBILL

Nearly a half million pacemakers
could get hacked

The FDA has authorized a voluntary recall of 465000
pacemakers (y'know, the things that keep your heart beating)

because they need a software update to protect from hacking iz

Enteresan Siber Guvenlik Riskleri @



B/ FEDERAL BUREAL OF INVESTIGATION

All activity of this computer has been recorded
If you use a webcam , videos and pictures were saved for identification

.

Videc-recording: OMN

¥ou can be clearly identified by resolving your IP address and the associated hostname
Your IP Adress:
Your Hostname:
Location:

Your Computer has been locked!

The work of your computer has been suspended on the grounds of unautherized
cyberactivity.

Described below are possible violations, you have made:

Arficle 274 — Copyright
& fine or imprisonment for the term of up to 4 years
{The use or sharing of copyrighted files — movies, software]

Arficle 183 — Pornograph
& fine or imprisonment for the term of up to 2 years
[The use or distribution of pornographic files)

Arficle 184 - Pornography invalving children {under 18 years)
Imprisonment for tha term of up to 15 years
[The use or distribution of pornegraphic files)

ﬂrlﬂda 104 — Promoting Terrorism
Imprisonment for the term of up to 25 years
[vou have visited websites of terrarist organizations)

Arficle 297 — Neglect computer use, entailing senous consequences
& fine or imprisonment for the term ofup to 2 yea
{¥our computer has been infected with a virus, \-'.rhlch in turn, infected other computers)

Arficle 108 — Gambling

A fine or imprisonment for the term of up to 2 ye;

{¥ou have been gambling, but according to the | .a.’.r resldents of the your country are not
allowed gambling in any format)

In connection with the decision of the Government as of August 22, all of the viclations
described above could be considered as conditional in case of pa,lmem of a fine

A':nounlt of (he fine is 5200, Payment must be made within 48 hours after the discovery of
the violatio
I the fine has not been paid, you will become the subject of criminal prosecution.

after paying the fine your computer will be unblocked

To unlock your computer and to avoid other legal o £5, You are

1%

Exchange your cash for a MoneyPak voucher and
use your voucher code in form below.

Code: ||

Please note: This fine may only be paid within 48 hours, If you let 48 hours
pass without payment, the possibility of unlocking your computer expires.

In this case a criminal case against you will be initiated automatically.

FRAUD ALERT: Use yor MoneyPak number

only with businesses Ils‘hed at Pak and
United States Federal Bureau of Investigation.
If anyone else asks for your number?

it's probably a scam. If a cnminal gets your
maney, Green Dot is not responsible to pay you
back.

Ransomware

Where can I buy
MoneyPak

lﬂw

CVS/pharmacy’
Walgreens

Walmart

Savemoney. Liva bette:

kmart

100%
I/ ] Secure Payments

d to pay a release fee of 5200,



429336139 Hesap Nolu Kasim 2014 Faturaniz | 3 ”IHE“§HE|

CTTNET

HESAP NUMARASI 938164975

FATURA DONEMI :  Kasim 2014

SON QDEI"’E 12 Kasim 2014

TARIHI

ODENECEK TUTAR  : 297,25 TL : 1 K

Faturamzi hesap numarasi ile édeyebili, otomatik 6deme talimati ve diger tiim édeme
islemlerinizi bu numara lzerinden takip edebilirsiniz.

Kredi kartinizla hemen odemek veya otomatik 6deme talimati vermek icin ya
da 444 0375 TTNET Miisteri Hizmetlerini arayimz.

B
g ladar iz,

Ransomware




MORPHISEC Ransomware Timeline

Industrial Exfiltration-
Extortion Ransormwarng First Tactics Extortion

Maze EKANS LockBit Conti BlackCat/ALPHV

First Stronger Militrary-grade Self Wiper
Ransomware Encryption encryption Spreading Ransomware

AIDS Gpcode Cryptlocker Locky, Petya NotPetya

—> - .
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Ransom Payments By Quarter
== Average Ransom Payment == Median Ransom Payment
$1,000,000
$750,000

$500,000

$250,000

@ COVEWARE

Ransomware




RANSOMWARE

® Bazi Biiyiik Ramsomware saldirilari

LastPass

Reddit

WhatsApp

Trello

Bank of America

TR Bebek Malzemesi Firmasi
TR Elektrik Dagitim Firmasi
TR Bakanhk

2020 SIBER GUVENLIK OLAYLARI
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Diger Bazi Tehdit Tirleri

® Zararh yazilimlar

® Hedefli Saldirilar

® Botnet

® Guvenlik acigindan yapilan saldirilar

® Sosyal Miuihendislik / Kandirma (Social Engineering)
® Kimlik Hirsizhgi (Fraud)

® Spam

® Web sayfalarina saldirilar

® Kaynaklarin amaci disinda kullanimi (KriptoMadencilik)
® Suc Hizmeti (Crimeware as a service)

® YapayZeka SaldirilariAI Based Attacks

® Sifirinc1 Guin Saldirilari (Zero Day)

® iceriden Gelen Tehditler (Insider Threats)

GUVENDESINiz

Diger Tehditler @



GELECEK

® Saldir Yiizeyi hizla biyuyor

® Nesnelerin Interneti (IoT) ve OT (ICS)'e yénelik
saldirilar artiyor

® Uzak erisimin getirdigi riskler artiyor

® Bulut Kullanimi artisi ile bulut riskleri artiyor
® Sofistike saldirilar artiyor

® | oglari incelemek zorlasiyor

. GUVENDESINiz
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YASANAN IHLALLERIN COGU INSAN HATASINDAN KAYNAKLANIYOR

rf_'g The Human Factor:

__l_) How Breaches Occur

Many elements can contribute to the vulnerability of your organization, however
none is more prevalent than the human facter, which accounts for approximately 80%.

6% 31% 6% 15%

Mis-configured system or application Vulnerable End-user error Targeted Undetermined
code attack,
exploited

INSAN HATASI




ONEMLI NOTLAR

® Herkesin Mahremi vardir

® Siber Guvenlik MiumkuGndir

® Siber giivenlik yasayan bir sistem olmalidir

GUVENDESINiz

SIBER GUVENLIK NOTLARI



Siber Guvenlik Teknolojileri




2024 Siber Guvenlik Teknolojileri/Trendleri

Endpoint Detection and Response (EDR, XDR, NDR)
Multi Factor Authentication (MFA, 2FA)
Attack Surface Management (ASM)
Web Application Firewall (WAF, ADC)
Breach and Attack Simulation (BAS)
Cyber Threat Intelligence (CTI)

Zero Trust Network Access (ZTN, ZTNA)
Secure Access Service Edge (SASE)
Cybersecurity Mesh

Artificial Intelligence

Security Awareness

Standarts and Frameworks

Cyber Security Scoring

GUVENDESINiz
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Standarts and Frameworks

® NIST CSF

® Mitre Att&Ck®

® ISO 27000 Family

® BiG Rehber

® Cobit 2019

® Center for Information Security (CIS)
® NIST SP 800-53

® NIST SP 800-171

GUVENDESINiz
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